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Abstract 

Wireless Sensor Networks (WSNs) play an essential role in applications 

such as environmental monitoring, smart cities, and industrial automation, 

where numerous sensor nodes are positioned in remote areas with limited 

energy resources. The longevity of these networks depends significantly on 

active load-balancing mechanisms to consistently distribute data 

processing and communication tasks, thereby preventing early energy 

depletion of individual nodes. This study employs a systematic review 

methodology to evaluate recent developments in load-balancing strategies 

for WSNs. We organize these strategies into three primary types: 

centralized, decentralized, and hybrid approaches. Centralized methods 

utilize a global view for optimal load distribution but are hindered by 

scalability and bottleneck issues. Decentralized methods, where nodes 

make independent decisions, improve scalability and fault tolerance but 

have a high likelihood of causing uneven load distribution. Hybrid 

methods incorporate features from both centralized and decentralized 

approaches, seeking a balance between global coordination and local 

adaptability. Additionally, this review examines emerging techniques that 

integrate machine learning and game theory, providing dynamic and real-

time adaptations to changing network conditions. Results indicate that 

while each approach has distinct strengths, challenges remain, especially 

regarding energy efficiency, scalability, and adaptability to environmental 

changes. The analysis underscores the need for adaptive and context-

aware load-balancing solutions that enhance WSN resilience in complex 

scenarios. In conclusion, this review provides insights into the latest 

advancements and identifies areas for future research in load-balancing 

strategies, aiming to support sustainable WSN deployments across diverse 

applications. 
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1.0  INTRODUCTION 

Wireless Sensor Networks (WSNs) are used in 

various fields such as environmental monitoring, 

healthcare [1], agriculture [2], smart cities [3], and 

industrial automation [4]. These networks consist of 

sensor nodes that detect environmental conditions, 

process data, and communicate wirelessly with other 

nodes or a base station [5-6]. WSNs enable 

continuous monitoring, transforming data collection 

and analysis in numerous domains [7]. A significant 

challenge in WSNs is managing the limited resources 

of sensor nodes, particularly energy [8].  

 

Since most nodes are battery-powered and located in 

hard-to-reach areas, energy efficiency is crucial [9]. 
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Battery replacement or recharging can be difficult 

[10], and energy limitations affect both the individual 

nodes and the overall network's performance [11]. 

Thus, ensuring an even energy distribution is 

essential for network longevity [12]. This has led to 

research into load-balancing techniques, which 

distribute tasks like data collection and 

communication across nodes to prevent overloading 

and rapid energy depletion [13]. Load balancing is 

vital for maintaining network connectivity [14], 

reducing latency [15], and improving data 

transmission reliability [16].  

 

Key objectives of load-balancing strategies include: 

Energy Efficiency: Optimizing energy consumption 

to avoid battery depletion, ensuring network stability 

[17]. Scalability: Supporting large networks without 

overloading nodes [18]. Fault Tolerance: Ensuring 

the network can continue to perform even with node 

failures or changing environmental conditions [19]. 

The environments where WSNs operate often present 

further challenges, such as fluctuating node 

availability, unpredictable conditions, and 

intermittent connectivity [20]. Therefore, load-

balancing algorithms must be adaptable [21], able to 

react to real-time changes to maintain network 

efficiency [22]. 

 

This paper reviews recent innovations in load-

balancing strategies for WSNs, categorized into three 

approaches: Centralized Approaches: These rely on a 

central controller (e.g., a base station) to gather 

global network information and distribute tasks. 

While they provide a comprehensive view of the 

network, they may introduce bottlenecks and lack 

scalability. Decentralized Approaches: Here, 

individual nodes make decisions based on local 

information, improving scalability and resilience. 

However, this can lead to suboptimal load 

distribution due to limited visibility of the entire 

network. Hybrid Approaches: These combine the 

benefits of both centralized and decentralized 

methods. A central controller makes high-level 

decisions, while individual nodes manage local 

adjustments, offering a balance between scalability, 

fault tolerance, and energy efficiency. These 

strategies aim to optimize energy use and maintain 

network performance in dynamic environments. 

 

Recent advancements in load balancing for Wireless 

Sensor Networks (WSNs) include using machine 

learning (ML) and game theory to improve adaptive 

decision-making [23]. ML allows sensor nodes to 

predict network conditions and adjust proactively to 

balance loads [24], while game theory offers 

frameworks for cooperation among nodes, helping 

achieve optimal resource distribution [25]. This 

review of load-balancing strategies in Wireless 

Sensor Networks (WSNs) seeks to address key 

research questions that illuminate the strengths, 

limitations, and potential improvements of existing 

approaches. The purpose is to develop a framework 

for understanding how these strategies impact 

network efficiency, energy consumption, scalability, 

and fault tolerance in real-world scenarios. To guide 

this analysis, we define the following primary 

research questions: 

 

1. RQ1: What are the recent developments in WSN 

load-balancing strategies? 

2. RQ2: What are the major categories of WSN 

load-balancing techniques? 

3. RQ3: What are the main challenges and 

limitations influencing the design and adoption 

of load-balancing techniques for WSNs, and 

what are potential future solutions? 

4. RQ4: What are the emerging technologies and 

methods with high potential to enhance load 

balancing in WSNs? 

 

This paper aims to provide a roadmap for future 

research, emphasizing the need for more adaptive, 

context-aware solutions in dynamic, resource-limited 

WSN environments. As WSN applications grow, 

developing efficient, scalable, and fault-tolerant load-

balancing methods remains crucial. 

 

Figure 1 illustrates the architecture and data flow in a 

Wireless Sensor Network (WSN). It includes 

multiple sensor nodes, each equipped with sensing, 

processing, and communication capabilities. These 

nodes collect data from the environment, such as 

temperature, humidity, or motion. They communicate 

with each other and relay the data to a central base 

station. 

The base stations are of two types: static and mobile. 

The static base station is a fixed node that acts as a 

central point for data aggregation and forwarding, 

with sensor nodes transmitting their collected data to 

it. The mobile base station, on the other hand, adds 

flexibility and extends network coverage by moving 

within the network to collect data directly from 

sensors or intermediate nodes. This approach reduces 

communication distance and conserves energy for the 

sensors. 

 

The base stations are connected to the Internet, 

enabling the transmission of aggregated data to 

http://creativecommons.org/licenses/by-nc-nd/4.0/
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external systems or servers. This connection ensures 

that data from the WSN can be accessed remotely for 

further processing and decision-making. The 

collected data is then transmitted to centralized 

storage and processing systems, where it is stored, 

analyzed, and used for various applications such as 

monitoring, control, and automation [26]. Figure 1 

also shows bidirectional communication between 

sensors and base stations, as well as between base 

stations and the Internet. This setup supports both 

data transmission and control signal exchange. The 

inclusion of both static and mobile base stations 

enhances network efficiency, scalability, and energy 

optimization, demonstrating the utility of WSNs in 

applications like environmental monitoring, smart 

cities, and industrial automation. 

 

Figure 1: Example of a wireless sensor network [26] 

 

Wireless Sensor Networks (WSNs) have become 

essential technology in various domains, including 

environmental monitoring [27], healthcare [28], 

military surveillance, industrial automation, and 

smart cities[29]. These networks consist of numerous 

sensor nodes that are typically energy-constrained, 

requiring careful management of resources to ensure 

optimal network performance [30]. Among the many 

strategies employed to optimize WSN performance, 

load balancing is critical for improving energy 

efficiency, extending the network's lifespan, and 

enhancing the overall reliability of communication 

[31]. Load balancing in WSNs ensures that 

computational and communication tasks are 

distributed evenly across nodes, preventing localized 

energy depletion and avoiding the premature failure 

of nodes that could disrupt the network [32]. This 

following section reviews the evolution of load-

balancing strategies in WSNs, focusing on the main 

categories centralized, decentralized, and hybrid 

approaches along with emerging techniques in 

machine learning and game theory. 

 

 

1.1  Centralized Load-Balancing Approaches 

Centralized load-balancing approaches rely on a 

central controller [33] or base station [34] that 

collects and processes global information about the 

entire network to make decisions regarding task 

allocation [35] and load distribution[36]. The central 

node has the advantage of a comprehensive view of 

the network, enabling it to optimize resource usage 

effectively. However, the reliance on a single central 

controller presents several challenges, including 

scalability issues and the potential for network 

bottlenecks [37]. As the network size grows, the 

central node may become overwhelmed with tasks, 

and the communication overhead between nodes and 

the central controller can lead to delays, reducing 

network efficiency [38]. 

 

One of the major advantages of centralized 

approaches is that they can implement sophisticated 

algorithms for load balancing based on global 

network metrics, such as the residual energy of 

nodes, network traffic, or data transmission rates 

[39]. These strategies are often used in scenarios 

where network topology is well-defined, and 

http://creativecommons.org/licenses/by-nc-nd/4.0/
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communication with the central station is reliable 

[40]. For instance, Gupta et al. (2024) proposed a 

centralized routing protocol that dynamically adjusts 

the communication paths based on the remaining 

energy levels of sensor nodes [41]. The protocol 

considers global energy consumption patterns to 

allocate communication tasks more efficiently [42]. 

While the approach was shown to significantly 

reduce energy consumption, it was found to perform 

poorly in large-scale networks due to the 

communication overhead associated with 

maintaining up-to-date global information [43]. 

 

1.2  Decentralized Load-Balancing Approaches 

In contrast to centralized approaches, decentralized 

load-balancing strategies allow each sensor node to 

independently make decisions based on local 

information about its immediate neighbors [44]. This 

approach enhances the scalability of the network, as 

each node acts autonomously, and there is no need 

for a central controller [45]. Decentralized methods 

can also improve fault tolerance, as the failure of any 

individual node does not affect the operation of the 

entire network [46]. The nodes can adapt to failures 

and maintain network functionality without the risk 

of creating a single point of failure [47]. 

 

However, decentralized strategies come with the 

challenge of suboptimal load distribution due to the 

limited information available to each node [48]. 

Nodes may not have knowledge of the overall 

network load or the energy status of distant nodes, 

leading to uneven energy consumption and 

inefficient communication paths [49]. Additionally, 

these methods are often more complex to implement, 

as they require advanced algorithms for local 

decision-making and coordination between 

neighboring nodes [50]. For instance, Silva and 

Santos (2024) proposed a decentralized clustering-

based approach where nodes within a certain 

proximity form cluster, and each cluster elects a 

leader to manage communication and load 

distribution within the cluster [51]. By dynamically 

adjusting the clusters based on the energy levels and 

workload of each node, this approach minimizes the 

likelihood of energy hotspots [52]. Although it 

improved scalability and fault tolerance, the 

approach showed some limitations in ensuring 

globally balanced load distribution across the entire 

network [53]. 

 

1.3  Hybrid Load-Balancing Approaches 

Hybrid load-balancing strategies aim to combine the 

advantages of both centralized and decentralized 

approaches, striving to balance efficiency, scalability, 

and fault tolerance [54]. In hybrid methods, a central 

node or base station may handle global coordination 

and decision-making, while individual nodes or 

clusters are empowered to make local load-balancing 

decisions based on local network conditions [55]. 

This approach enables more dynamic and adaptable 

load distribution while maintaining the benefits of 

centralized control for specific tasks. 

 

Hybrid methods are particularly useful in networks 

where energy consumption is highly variable and 

network conditions are dynamic, requiring 

continuous adaptation [56]. By combining 

centralized control with localized decision-making, 

hybrid strategies aim to achieve an optimal balance 

between global network performance and individual 

node autonomy. For instance; Negi et al., (2024) 

proposed a hybrid load-balancing protocol that uses a 

central controller to manage initial task allocation 

and then allows groups of nodes (or clusters) to 

manage load balancing locally[57]. This approach 

aims to minimize energy consumption while ensuring 

that the network remains scalable and fault-tolerant. 

The study demonstrated that this hybrid method 

provided better network resilience compared to fully 

centralized or decentralized systems, as it reduced the 

likelihood of energy hotspots and increased network 

lifespan. 

 

1.4  Emerging Techniques: Machine learning 

and game theory 

In recent years, machine learning (ML) and game 

theory have emerged as powerful tools for enhancing 

load balancing in WSNs [58]. These emerging 

techniques enable more intelligent and adaptive load-

balancing strategies that can respond in real-time to 

network conditions. 

 

1.4.1 Machine learning-based load balancing 

Machine learning, particularly reinforcement 

learning (RL), is being increasingly applied to 

optimize load balancing in WSNs [59]. In ML-based 

approaches, sensor nodes can learn from historical 

data and past network states to predict future network 

behavior, making proactive adjustments to energy 

consumption and load distribution [60]. The 

advantage of ML is its ability to adapt dynamically to 

environmental changes, such as fluctuating energy 

levels, network topology, and node failure. For 

Example, Study:    The nodes "learned" the most 

energy-efficient load distribution policies, 

significantly improving energy utilization and 

network reliability. This technique demonstrated 

http://creativecommons.org/licenses/by-nc-nd/4.0/
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substantial improvements over traditional methods, 

especially in networks with high dynamics and 

resource constraints [61]. 

 

1.4.2 Game theory-based load balancing 

Game theory offers a mathematical framework for 

modeling and analyzing interactions between 

multiple decision-makers (nodes) in a network. In the 

context of WSNs, game theory is used to model 

cooperative and non-cooperative behaviors among 

nodes, where each node "competes" or "cooperates" 

to achieve optimal load distribution [62]. By using 

game-theoretic models, nodes can negotiate or 

collaborate to share resources and adjust tasks, 

leading to more equitable load balancing [63]. A 

game-theory-based approach was introduced where 

nodes play a "cooperative game" to share 

communication tasks and resources more efficiently. 

The approach used a Nash equilibrium model to 

ensure that each node would have no incentive to 

unilaterally change its strategy, leading to a stable 

and fair load distribution [64]. The study found that 

game-theory-based load balancing improved fairness 

and energy efficiency, especially in highly dynamic 

networks.

 

 

Figure 2: Overview of load-balancing strategies in WSNs [32-64] 

http://creativecommons.org/licenses/by-nc-nd/4.0/
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Figure 2 provides a structured overview of the main 

load-balancing strategies for Wireless Sensor 

Networks (WSNs), dividing them into three primary 

categories; centralized, decentralized, and hybrid 

approaches. It also highlights emerging techniques, 

such as machine learning (ML) and game theory, 

which are increasingly used to enhance adaptability 

and efficiency in load balancing. 

 

i. Centralized approaches: In centralized load-

balancing strategies, a central node or base 

station gathers global network information to 

make decisions regarding load distribution [32]. 

This approach allows for precise control over 

resource allocation, optimizing load distribution 

by making decisions based on the entire 

network’s conditions [34]. However, centralized 

methods are prone to scalability issues in large 

networks, as they can create bottlenecks at the 

central controller. The network may also be 

vulnerable to single-point failures if the central 

controller becomes unavailable or overloaded 

[40]. 

 

ii. Decentralized approaches: Decentralized 

strategies enable individual nodes to make 

independent load-balancing decisions based on 

local information, typically involving 

communication with neighboring nodes only 

[45]. This autonomy enhances the network's 

scalability and fault tolerance, as nodes do not 

rely on a single controller, and network 

performance is maintained even if some nodes 

fail [43]. However, because each node has 

limited visibility, the overall load distribution 

may be suboptimal across the network, leading to 

energy imbalances [46]. 

 

iii. Hybrid approaches: Hybrid load-balancing 

strategies integrate the advantages of both 

centralized and decentralized methods [53]. A 

central controller can oversee high-level 

decisions, while nodes or clusters within the 

network make local adjustments based on 

immediate conditions [54] This approach 

combines the global oversight of centralized 

systems with the adaptability of decentralized 

systems, achieving a balance between scalability, 

fault tolerance, and efficiency [56]. Hybrid 

strategies are particularly useful in dynamic 

environments where energy levels and network 

topology can fluctuate. 

 

iv. Emerging techniques - machine learning and 

game theory: The diagram also presents 

emerging techniques, such as ML and game 

theory, as advancements that provide more 

intelligent and adaptive load-balancing solutions. 

 

• Machine learning enables nodes to predict 

and adapt to changes in network conditions, 

improving energy efficiency and enabling 

proactive load distribution [58]. Nodes learn 

from past states and can make predictive 

adjustments, enhancing performance in 

networks with high variability [60]. 

 

• Game theory models cooperative and 

competitive interactions between nodes, 

allowing them to negotiate or collaborate for 

optimal load-sharing [62]. By creating a 

framework for nodes to interact and adjust 

strategies dynamically, game theory fosters 

fair and stable load distribution across the 

network. 

 

Table 1 compares key techniques for optimizing 

Wireless Sensor Networks (WSNs), focusing on their 

approaches, applications, strengths, and limitations. 

Clustering techniques like LEACH, EEUC, and 

HEED enhance energy efficiency and network 

lifetime by organizing nodes into clusters. LEACH is 

simple but struggles with large networks, EEUC 

balances energy consumption but has higher 

overhead, and HEED improves energy efficiency but 

lacks scalability. Data-centric approaches, such as 

Directed Diffusion, minimize redundant 

transmissions and are effective for event-driven tasks 

but have high latency and complexity. 

Communication-based methods like MIMO systems 

achieve high data rates and energy efficiency in 

large-scale WSNs but require expensive hardware. 

Energy management techniques, including Duty 

Cycling and Dynamic Voltage Scaling (DVS), 

extend node longevity and save energy but may 

introduce latency or complexity. Routing protocols 

like PEGASIS focus on minimizing transmission 

energy and improving robustness but face scalability 

and mobility challenges. Intelligent algorithms such 

as fuzzy logic and game theory dynamically adapt to 

network conditions, offering flexibility and optimal 

load distribution. However, they involve 

computational complexity and implementation 

challenges. 
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Each technique has trade-offs, making their 

suitability dependent on specific WSN applications, 

such as IoT, smart cities, or health monitoring. 

 

 

 

Table 1: Overview of load-balancing techniques for wireless sensor networks 

 
Technique Name Category Main Approach Targeted WSN 

Type / 

Application 

Strengths Limitations Ref. 

LEACH (Low-

Energy Adaptive 

Clustering 

Hierarchy) 

Clustering Hierarchical 

clustering with 

periodic 

cluster-head 

rotation 

Environmental 

monitoring, IoT 

Reduces energy 

consumption; 

simple distributed 

implementation; 

prolongs network 

lifetime 

Not scalable to large 

networks; uneven 

cluster formation 

[11], 

[18] 

PEGASIS 

(Power-Efficient 

Gathering in 

Sensor 

Information 

Systems) 

Routing Chain-based 

data 

aggregation 

and sequential 

transmission 

Industrial and 

agricultural 

monitoring 

Minimizes long-

range transmissions; 

improves energy 

efficiency over 

LEACH 

High delay in large 

networks; limited 

scalability 

[15], 

[17] 

TEEN 

(Threshold-

Sensitive Energy-

Efficient Sensor 

Network 

Protocol) 

Reactive 

Routing 

Threshold-

based 

communicatio

n triggering on 

sensed data 

variations 

Event-driven / 

time-critical 

WSNs 

Highly energy-

efficient for real-

time monitoring; 

reduces redundant 

transmissions 

Inefficient for periodic 

data collection; not 

ideal for continuous 

monitoring 

[16], 

[18] 

HEED (Hybrid 

Energy-Efficient 

Distributed 

Clustering) 

Clustering Residual 

energy and 

proximity-

based cluster-

head selection 

Smart grids, 

environmental 

WSNs 

Enhances energy 

efficiency and fault 

tolerance; avoids 

random head 

selection 

Iterative convergence; 

increased computation 

cost 

[20], 

[22] 

EEUC (Energy-

Efficient Unequal 

Clustering) 

Clustering Unequal 

cluster 

formation to 

prevent energy 

holes 

IoT, smart 

cities 

Balances cluster 

load; reduces 

energy imbalance 

near base station 

Requires periodic re-

clustering; higher 

control overhead 

[19], 

[23] 

Directed 

Diffusion 

Data-

Centric 

Data 

aggregation 

based on query 

interests 

Event-driven 

networks 

Reduces 

redundancy; 

supports in-network 

data processing 

High latency; complex 

setup for dynamic 

networks 

[18], 

[21] 

MIMO-Based 

Techniques 

Communi

cation-

Based 

Multi-input 

multi-output 

data 

transmission 

Large-scale 

WSNs 

High throughput; 

energy-efficient 

communication 

Requires complex 

hardware; high cost 

[77] 

Duty Cycling Energy 

Managem

ent 

Alternates 

active and 

sleep modes 

General WSNs Saves power; 

increases node 

longevity 

May increase latency 

and reduce 

responsiveness 

[88] 

Dynamic Voltage 

Scaling (DVS) 

Energy 

Managem

ent 

Adjusts 

voltage/freque

ncy for 

adaptive 

energy savings 

Power-sensitive 

WSNs 

Reduces dynamic 

power consumption 

May reduce processing 

performance 

[11] 

Game Theory-

Based 

Approaches 

Intelligent 

Algorithm

s 

Cooperative/n

on-cooperative 

energy 

optimization 

Smart cities, 

industrial 

WSNs 

Enables fairness; 

enhances stability; 

supports large-scale 

coordination 

Complex 

implementation; 

parameter tuning 

required 

[21] 

Machine 

Learning-Based 

Load Balancing 

Intelligent 

Algorithm

s 

Predictive/ada

ptive load 

balancing via 

learning 

models 

Adaptive 

WSNs, IoT 

Self-learning and 

real-time 

optimization; high 

scalability 

Computational 

overhead; data-hungry 

models 

[55], 

[108

] 
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2.0  METHODOLOGY 

During the systematic review process, we adhered to 

the Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses (PRISMA) guidelines, 

which provide a standardized framework for 

conducting systematic reviews and meta-analyses to 

ensure rigor, transparency, and reproducibility [65]. 

The review process was carried out in three main 

stages: planning, conducting, and reporting. 

 

A.  Planning the Review 

 

1)   Objectives and research questions  

The main objective of this review was to analyze 

emerging load-balancing strategies for optimizing 

WSN performance, with a specific focus on new 

approaches incorporating machine learning, edge 

computing, and blockchain. To achieve this, we 

formulated four research questions (RQ1–RQ4), each 

targeting key aspects of WSN load-balancing, such 

as energy efficiency, scalability, adaptability, and 

fault tolerance. These questions guided the study 

selection and analysis, ensuring a focused and 

comprehensive evaluation of the literature. 

 

2)  Digital libraries and search strategy   

To ensure a comprehensive collection of relevant 

studies, we selected high-impact academic databases, 

including IEEE Xplore, ScienceDirect, SpringerLink, 

and Google Scholar. The literature search involved 

using targeted keywords, such as “WSN load 

balancing,” “energy-efficient load balancing,” 

“adaptive load balancing,” and “emerging 

technologies in WSNs.” Each search term aligned 

with the research questions to capture recent 

advancements in the field. 

 

3)  Inclusion and exclusion criteria  

Based on PRISMA guidelines, inclusion and 

exclusion criteria were developed to maintain 

relevance, quality, and recency of the literature: 

 

Inclusion criteria:   

i. Articles must focus on WSN load-balancing 

techniques. 

ii. Only peer-reviewed journals, high-impact 

conference proceedings, and systematic reviews 

published within the last five years were 

considered. 

iii. Studies addressing energy efficiency, scalability, 

fault tolerance, or security in load-balancing 

strategies. 

 

Exclusion criteria: 

i. Articles unrelated to WSNs or load balancing. 

ii. Studies lacking empirical or analytical data. 

iii. Non-peer-reviewed or outdated studies. 

 

These criteria helped refine our dataset to ensure that 

only high-quality, relevant studies were included. 

 

Table 2: Research questions and motivation 

IDs Research Questions (RQs) Motivation 

RQ1 What are the recent 

developments in WSN load-

balancing strategies? 

Understanding the current landscape of load-balancing 

strategies in WSNs helps identify areas where 

improvements can enhance network performance, 

longevity, and adaptability. This question addresses the 

need to push the boundaries of existing techniques to 

make WSNs more efficient. 

RQ2 What are the major categories of 

WSN load-balancing techniques? 

Identifying the key categories of load-balancing methods 

provides a clearer understanding of the diverse approaches 

available, helping to select the most suitable technique 

based on network requirements. 

RQ3 What are the main challenges 

and limitations influencing the 

design and adoption of load-

balancing techniques for WSNs, 

and what are potential future 

solutions? 

Recognizing the challenges such as energy constraints, 

scalability, and fault tolerance helps in identifying barriers 

that need to be addressed. Understanding these issues 

drives future research to develop solutions that can 

enhance the performance and scalability of WSNs. 

RQ4 What are the emerging 

technologies and methods with 

high potential to enhance load 

balancing in WSNs? 

Exploring technologies like machine learning, edge 

computing, and blockchain offers insights into their 

potential to optimize WSN load-balancing strategies, 

leading to more efficient, adaptive, and secure networks. 
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B.  Conducting the Review 

Based on the defined inclusion and exclusion criteria, 

we gathered 113 articles directly addressing the 

objectives of this review. Each article was carefully 

analyzed, and data were extracted on key 

methodologies, technologies, evaluation metrics, and 

challenges associated with WSN load-balancing.  

C.  Reporting and Synthesis 

Finally, we organized and synthesized the data by 

categorizing each study according to its approach 

(centralized, decentralized, or hybrid) and the 

emerging technologies employed (e.g., machine 

learning, edge computing). Additionally, we 

evaluated each load-balancing strategy based on 

energy efficiency, scalability, adaptability, and 

security. 

 

The PRISMA framework facilitated a structured and 

reproducible review process, allowing for a thorough 

and unbiased synthesis of the latest research on load-

balancing strategies in WSNs. The findings address 

the formulated research questions and provide 

insights into future directions for WSN optimization. 

 

 

 

Table 3: Systematic data extraction framework for reviewed studies 

Extraction Field Description / Purpose 

Bibliographic 

Information 

Includes author(s), publication year, title, venue, and DOI for accurate referencing. 

WSN Category Specifies the network control type (Centralized, Decentralized, or Hybrid) to identify the 

structural approach used. 

Algorithm / 

Technique Type 

Identifies the key method applied (e.g., LEACH, PEGASIS, HEED, TEEN, 

Reinforcement Learning (RL), Deep Q-Learning (DQL), Federated Learning (FL), 

Proof-of-Authority (PoA), or Delegated Proof-of-Stake (DPoS)). 

Simulation Tools / 

Datasets 

States the simulation platform (e.g., NS2, MATLAB, OMNeT++, Contiki) or dataset 

used to validate performance. 

Evaluation 

Metrics 

Lists key quantitative measures (e.g., Energy Efficiency, Latency, Throughput, Packet 

Delivery Ratio (PDR), Network Lifetime, Fault Tolerance). 

Key Findings Summarizes the main outcome or improvement achieved by the technique (e.g., energy 

reduction percentage, scalability improvement). 

Identified 

Limitations 

Notes any constraints, such as computational overhead, scalability issues, or energy 

trade-offs. 

 

 

Figure 3: PRISMA flow diagram for study selection process 
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D.  Search, Evaluation, and Selection of 

Relevant Source Materials 

In accordance with the PRISMA-S guidelines (see 

Figure 3), a comprehensive multi-database search 

was conducted across major scholarly repositories, 

yielding a total of 2,062 records: 685 from the ACM 

Digital Library, 467 from IEEE Xplore, 701 from 

Springer Link, and 209 from Google Scholar. Prior to 

screening, 189 duplicate records were identified and 

removed. Additionally, 118 records were 

automatically excluded by screening tools due to 

issues such as non-English language, incomplete 

bibliographic metadata, or unverifiable publication 

status (e.g., preprints or workshop summaries lacking 

peer-review evidence). A further 243 records were 

removed after preliminary inspection for insufficient 

methodological detail or thematic irrelevance, 

resulting in 1,512 unique records retained for initial 

screening. 

During the screening phase, 550 records were 

excluded for not meeting the predefined inclusion 

criteria specifically those unrelated to load-balancing, 

energy efficiency, routing, or optimization 

techniques in wireless sensor networks (WSNs). The 

remaining 962 reports were assessed for retrieval, but 

595 could not be accessed due to broken links or 

restricted database access. Following full-text 

eligibility assessment, 267 additional reports were 

excluded for methodological weaknesses or lack of 

analytical rigor. Consequently, 113 high-quality 

studies met all inclusion criteria and were retained 

for the final synthesis. Among these, 13 newly 

indexed studies (2024–2025) represent emerging 

contributions that integrate machine learning, 

blockchain, and edge computing for intelligent WSN 

load-balancing. 

 

The temporal distribution of the reviewed studies 

shows that 78.1% of publications fall within the 

2014–2025 period, highlighting steady progress in 

wireless sensor network (WSN) research. Notably, 

26 influential papers (≈23%) published in 2025, 

including those by Bicamumakuba et al. [1], Thamil 

Selvi et al. [6], UmaRani et al. [9], Kalaivani [7], and 

Bartsioka et al. [25], reflect the accelerating 

integration of machine learning, blockchain, and 

edge-enabled optimization in WSN architectures. 

These contemporary contributions, alongside 

foundational works by Kumari and Tyagi [2], Wajgi 

and Tembhurne [3], and Nkemeni et al. [4], form the 

empirical foundation of this review, consolidating a 

decade-long evolution in load-balancing and 

intelligent WSN system design 

 

3.0  RESULTS AND DISCUSSION 

This section presents the findings derived from the 

literature review and analysis of various load-

balancing strategies for Wireless Sensor Networks 

(WSNs), with a particular focus on innovative, 

emerging techniques. The results are discussed in 

relation to each research question, highlighting how 

different methodologies impact WSN performance 

metrics, including energy efficiency, scalability, fault 

tolerance, and adaptability. Emerging technologies 

like machine learning, edge computing, and 

blockchain are evaluated for their potential 

contributions to the future of WSN load-balancing, as 

well as their challenges and limitations. 

 

3.1  Recent Developments in WSN Load-

Balancing Strategies 

 

3.1.1 Centralized, decentralized, and hybrid  load-

balancing approaches 

In WSNs, centralized load-balancing strategies rely 

on a central controller that gathers network-wide 

information and makes global load-balancing 

decisions. While these approaches can be effective in 

smaller networks with limited nodes, they suffer 

from scalability issues and vulnerability to single 

points of failure [71]. Our findings indicate that 

centralized strategies are best suited for applications 

that do not demand high scalability or extreme fault 

tolerance, such as small-scale environmental 

monitoring systems. Conversely, decentralized load-

balancing strategies distribute decision-making 

across nodes, allowing each node to make load-

balancing adjustments based on local information. 

This approach enhances scalability and fault 

tolerance, making it more suitable for larger WSN 

deployments [75]. However, decentralized strategies 

can experience challenges in maintaining energy 

efficiency across the network due to limited global 

oversight. Hybrid approaches, combining centralized 

and decentralized methods, provide a balance by 

leveraging both local and global network 

information, offering improved scalability and 

energy efficiency in dynamic networks [80]. 

 

Early load-balancing strategies in Wireless Sensor 

Networks (WSNs) were defined by classical 

algorithms such as LEACH (Low-Energy Adaptive 

Clustering Hierarchy), PEGASIS (Power-Efficient 

Gathering in Sensor Information Systems), TEEN 

(Threshold-Sensitive Energy-Efficient Sensor 

Network Protocol), and HEED (Hybrid Energy-

Efficient Distributed Clustering)[71]. These 

algorithms form the foundation of energy-efficient 
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routing and clustering mechanisms upon which 

modern hybrid and intelligent load-balancing models 

are built: LEACH introduced a hierarchical 

clustering approach, where nodes self-organize into 

clusters and periodically rotate cluster heads to 

balance energy consumption. Although it 

significantly extends network lifetime, it performs 

suboptimally in large-scale or non-uniform node 

distributions[72]. PEGASIS improved upon LEACH 

by forming a chain-based communication structure 

where each node transmits to a close neighbor, and a 

single node transmits to the base station in each 

round. This minimizes long-distance transmissions 

but increases delay and reduces scalability in dense 

networks[73].  

 

TEEN proposed a reactive, threshold-based protocol 

designed for time-critical applications, reducing 

communication overhead by transmitting only when 

sensed parameters cross predefined thresholds. While 

energy-efficient, TEEN is less suitable for periodic 

data collection. HEED extended clustering efficiency 

by selecting cluster heads based on residual energy 

and node proximity, ensuring better distribution of 

load and improved fault tolerance. However, it 

requires iterative computations and can suffer from 

convergence delays[74]. 

 

Collectively, these algorithms represent the first 

generation of WSN load-balancing approaches, 

providing essential insights into how energy 

efficiency, scalability, and reliability can be achieved 

through topology-aware routing and adaptive 

clustering. Subsequent research including machine 

learning, game-theoretic, and cross-layer hybrid 

approaches has expanded upon these foundational 

principles to support more dynamic, heterogeneous, 

and large-scale WSN environments[75].  

 

Table 4 highlights the distribution energy 

consumption for each network task under various 

load-balancing strategies [44] while Figure 

represents the visualization of the  the trade-offs 

between different load-balancing strategies in terms 

of energy efficiency for WSNs according to data 

provided in Table 4. 

 

 

Figure 4: Energy consumption of different load-

balancing techniques in WSNs 

Figure 4 illustrates the average energy consumption 

by task and technique across various load-balancing 

techniques in Wireless Sensor Networks (WSNs). 

Energy consumption is categorized into three tasks: 

communication, sensing and idle. Distributed 

techniques are the least energy-efficient due to their 

high communication energy demands, while cluster-

based and hierarchical techniques are more efficient 

with lower overall energy consumption. Centralized 

techniques focus heavily on communication, while 

hybrid techniques attempt to balance energy usage 

across tasks but still exhibit moderate idle energy 

consumption.  

 

 

 

 Table 4: Energy consumption units for different load-balancing techniques in WSNs [44] 

Load-Balancing Technique Communication Sensing Idle 

Cluster-Based 20 15 5 

Distributed 30 18 7 

Hierarchical 25 15 5 

Centralized 28 20 6 

Hybrid 22 18 7 
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3.1.2 Machine learning in WSN load-balancing   

research 

The integration of machine learning (ML) has 

emerged as a significant advancement in WSN load-

balancing. ML-based strategies improve adaptability 

by allowing nodes to predict network conditions and 

proactively adjust load distribution, reducing the 

likelihood of node overload or energy 

depletion[108]. Reinforcement learning algorithms, 

in particular, have shown effectiveness in enabling 

nodes to self-optimize based on real-time network 

data. 

 

However, ML techniques can impose computational 

overhead, which may be unsustainable in resource-

constrained WSN nodes. This limitation has led to 

the development of lightweight ML models and 

federated learning, which allows nodes to 

collaboratively improve models without exchanging 

raw data, thus saving energy and reducing bandwidth 

usage[55]. Despite these improvements, ML-based 

load-balancing strategies still require fine-tuning to 

balance predictive accuracy with resource efficiency 

in low-power WSN environments. 

 

3.1.3 Role of edge computing in real-time  load-

balancing 

Edge computing has shown promise for enhancing 

load-balancing in WSNs, particularly in latency-

sensitive applications such as industrial monitoring 

and healthcare. By enabling data processing close to 

the source, edge computing reduces the need to 

transmit data over long distances, which conserves 

energy and minimizes latency [44]. Our analysis 

found that edge-enabled WSNs offer improved fault 

tolerance and responsiveness, as edge nodes can 

process data locally and make real-time load-

balancing adjustments. 

 

One challenge of edge computing in WSNs is the 

increased complexity of network architecture, as 

nodes need additional computational resources to 

support local processing. Moreover, edge nodes 

themselves may experience energy constraints, 

necessitating optimized energy management within 

the edge network. Edge computing is particularly 

useful in hybrid architectures, where edge nodes 

serve as intermediaries, reducing the load on 

centralized servers and enhancing the overall 

scalability and reliability of the WSN. 

 

 

3.1.4 Blockchain for secure and reliable load- 

balancing 

Blockchain technology offers a novel approach to 

secure load balancing in decentralized WSNs, 

particularly for applications requiring high trust and 

data integrity, such as military and industrial 

systems. By recording transactions and load-

balancing adjustments in a distributed ledger, 

blockchain can reduce risks associated with 

tampering and malicious attacks [102]. Smart 

contracts, a feature of blockchain technology, allow 

for automated load-balancing adjustments based on 

pre-set conditions, adding an additional layer of 

reliability and fault tolerance. While promising, 

blockchain introduces computational and storage 

overhead, which can be challenging for low-power 

WSN nodes. Advances in lightweight blockchain 

models are helping mitigate these issues, making 

blockchain more feasible for WSN applications [55]. 

However, further optimization is required to make 

blockchain fully compatible with the resource 

limitations typical of WSNs. 

 

 

3.1.5 Cross-layer optimization for holistic load-

balancing 

Cross-layer optimization allows for simultaneous 

optimization across multiple layers of the network 

protocol stack, enabling load-balancing strategies 

that consider factors such as node energy, data rate, 

and environmental conditions in a holistic manner 

[27]. Cross-layer techniques enhance energy 

efficiency and adaptability by leveraging information 

from multiple layers, which can enable more nuanced 

and context-aware load-balancing decisions. For 

example, integrating physical layer information on 

channel conditions with network layer energy data 

allows for adaptive routing and load-balancing 

adjustments that improve network lifespan and 

resilience [93]. Although cross-layer approaches 

provide significant benefits, they require careful 

management to avoid excessive inter-layer 

communication, which can lead to increased energy 

consumption and potential conflicts between 

optimization goals at different layers. 

 

3.2  Major Categories of Load-Balancing 

Techniques and Their Energy Efficiency 

and Fault Tolerance Characteristics 

This section highlights the major categories of load-

balancing techniques in popular use for WSN. The 
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discussion is presented from the energy consumption, 

scalability and fault tolerance perspectives. 

 

3.2.1 Energy efficiency and scalability in WSN   

load-balancing techniques 

The effectiveness of load-balancing strategies in 

Wireless Sensor Networks (WSNs) is closely tied to 

how well they manage energy consumption and 

adapt to various network scales. This section 

explores the distinctions between centralized, 

decentralized, and hybrid approaches concerning 

scalability and energy efficiency, two critical factors 

influencing the longevity and performance of WSNs. 

1.   Centralized load-balancing strategies 

Centralized load-balancing strategies rely on a single 

base station or central controller to coordinate tasks 

across the network. This centralization enables 

efficient decision-making based on a global view of 

the network, often optimizing task allocation to 

reduce redundant energy consumption [66]. 

Centralized systems can apply sophisticated 

algorithms for load distribution, allowing nodes to be 

managed in a way that minimizes energy-intensive 

activities like frequent data transmission [67]. 

 

However, centralized approaches face scalability 

limitations as the network grows. In larger WSNs, 

the central node may struggle to process information 

from all nodes, creating a communication bottleneck 

[68]. Moreover, as the network expands, the 

increased traffic directed to the central controller can 

lead to energy depletion at the nodes nearest to it, 

creating "hotspots [69]." Such issues are 

compounded in dense or widespread networks, where 

scalability and energy demands can exceed the 

central controller's capacity [70]. Therefore, while 

centralized approaches may perform well in smaller 

or medium-sized networks, their scalability 

limitations often restrict their use in large-scale WSN 

deployments [71]. 

 

II.      Decentralized load-balancing strategies 

Decentralized strategies distribute decision-making 

across the network, allowing each node to make 

independent load-balancing decisions based on local 

information from its neighbors[72]. This autonomy 

significantly improves the scalability of 

decentralized approaches, as each node only needs to 

consider local data rather than relying on a central 

controller [73]. Since nodes operate independently, 

decentralized systems are naturally more scalable, 

with the ability to support large networks without 

centralized coordination [74]. 

 

In terms of energy efficiency, decentralized 

approaches generally avoid the bottlenecks seen in 

centralized systems, as they spread out energy 

demands more evenly across the network [75]. 

However, decentralized systems can suffer from 

suboptimal load distribution due to the limited 

scope of each node's decision-making [76]. Without 

a global view, nodes may not achieve optimal energy 

balancing across the network, leading to isolated 

instances of energy depletion. Additionally, nodes in 

decentralized systems may require more complex 

protocols to communicate with their neighbors, 

which can sometimes increase overall energy 

consumption [77]. 

 

III. Hybrid load-balancing strategies 

Hybrid load-balancing strategies attempt to combine 

the benefits of both centralized and decentralized 

approaches, offering a middle ground that enhances 

both scalability and energy efficiency [78]. In hybrid 

systems, a central controller oversees high-level 

network coordination, while local nodes or clusters 

of nodes make independent load-balancing 

adjustments. This configuration provides the global 

perspective of a centralized system with the 

scalability and fault tolerance of a decentralized 

system [79]. 

Hybrid strategies excel in energy efficiency by 

optimizing load distribution through both global and 

local adjustments [80]. The central controller can 

make initial task assignments to balance load across 

the network, while local nodes can respond 

dynamically to changes in energy levels or node 

failures [81]. Hybrid methods are particularly 

advantageous in dynamic environments, where nodes 

may enter or leave the network frequently, requiring 

a flexible load-balancing strategy [82]. Hybrid 

approaches also help avoid the single point of failure 

in centralized systems and address the suboptimal 

distribution in purely decentralized methods [83] 

 

IV. Comparative analysis of scalability and 

energy efficiency 

The differences in scalability and energy efficiency 

between these strategies are summarized according to 

[84] 

• Centralized Approaches: Highly energy-

efficient in smaller networks due to global 

coordination but limited in scalability due to 

bottleneck issues and vulnerability to single 

points of failure. 

• Decentralized Approaches: Highly scalable and 

resilient to node failures; however, energy 

efficiency may suffer from suboptimal load 
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distribution and additional communication 

overhead for inter-node coordination. 

• Hybrid Approaches: Provide a balanced 

solution, leveraging global oversight and local 

autonomy, which enhances both scalability and 

energy efficiency, making hybrid strategies well-

suited for medium-to-large-scale, dynamic 

networks. 

 

Centralized strategies excel in environments with 

fewer nodes and stable network topologies, while 

decentralized strategies offer better scalability and 

resilience in larger, distributed networks. Hybrid 

strategies emerge as the most adaptable option, 

combining the best aspects of centralized and 

decentralized systems to support scalability and 

energy efficiency in varying conditions. Each 

strategy's performance depends on the specific needs 

of the WSN application, with hybrid methods 

showing the greatest potential for flexible, scalable, 

and energy-efficient load balancing across diverse 

real-world scenarios.  

 

 

 

 

Table 5: Comparison of load-balancing techniques by performance metrics 

Load-balancing 

technique 

Energy 

efficiency 

Latency Scalability Reliability Comple

xity 

Key features 

Cluster-based 

techniques 

High Moderat

e 

High High Moderat

e 

Hierarchical 

organization 

reduces overhead. 

Adaptive load 

balancing 

Very 

High 

Low High Very High High Dynamically 

adjusts to 

network changes. 

Mobile agent-

based balancing 

Moderate High Moderate Moderate Low Reduces 

redundancy by 

mobile data 

agents. 

Game-theory-

based strategies 

High Moderat

e 

High High High Optimizes 

resource 

allocation 

efficiently. 

Traffic-aware 

balancing 

High Low Moderate High Moderat

e 

Prioritizes real-

time data 

transmission. 

Machine 

learning 

approaches 

Very 

High 

Moderat

e 

Very High High Very 

High 

Predicts and 

balances load 

proactively. 

Qos-aware load 

balancing 

High Low High Very High Moderat

e 

Ensures quality 

of service 

requirements. 

Bio-inspired 

algorithms 

High Moderat

e 

High Moderate High Mimics natural 

processes for 

optimization. 
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Table 5 highlights different load-balancing 

techniques used in wireless sensor networks and 

evaluates their performance based on key metrics. 

Cluster-based techniques are highly energy-

efficient and reliable due to their hierarchical 

structure, which reduces communication overhead. 

However, they have moderate latency and 

complexity, and scale well to larger networks. 

Adaptive load balancing offers very high energy 

efficiency and reliability by dynamically adjusting to 

network conditions. While it is highly scalable, it has 

low latency but is complex to implement. Mobile 

agent-based balancing reduces redundancy using  

mobile data agents. It is moderate in energy 

efficiency and scalability, with moderate latency and 

reliability, and is simpler compared to other methods. 

 

 

 

 

Figure 5: visualization of load distribution across 

nodes for various load-balancing algorithms[84] 

 

Game-theory-based strategies optimize resource 

allocation efficiently, providing high energy 

efficiency, reliability, and scalability. However, they 

have moderate latency and complexity due to their 

complex decision-making processes. Traffic-aware 

balancing prioritizes real-time data transmission, 

offering high energy efficiency and reliability, but 

has moderate scalability, latency, and complexity. 

Machine learning approaches predict network 

conditions and proactively balance the load. They are 

very energy-efficient, scalable, and reliable, but have 

moderate latency and are complex due to data 

processing and prediction. QoS-aware load balancing 

ensures quality of service, with high reliability and 

energy efficiency. It offers high scalability but has 

low latency and moderate complexity, requiring 

mechanisms to prioritize different traffic types. Bio-

inspired algorithms optimize based on natural 

processes, providing high energy efficiency, 

scalability, and reliability. They have moderate 

latency and complexity due to their heuristic 

nature[78]. A widely used equation to evaluate load 

balancing efficiency measure is the Standard 

Deviation (SD) of the load distribution across 

nodes[79]. Lower SD values indicate better balance. 

 

The plotted box plot in figure 5 illustrates the load 

distribution across nodes for four load-balancing 

algorithms: The Dynamic Round-Robin (DRR) 

algorithm demonstrates a relatively stable load 

distribution with moderate variability. The load is 

fairly consistent across nodes, but there are 

occasional fluctuations. This suggests that the 

algorithm’s dynamic task allocation, while effective, 

does not always guarantee perfectly equal load 

distribution across all nodes. The Energy-Aware 

Clustering (EAC) algorithm shows the tightest 

distribution, with the load balanced very consistently 

across nodes. The narrow box indicates minimal 

deviation in load levels, which results from the 

algorithm's energy-efficient clustering approach. By 

ensuring that tasks are evenly shared within clusters, 

EAC minimizes load imbalance and helps to extend 

the network's lifetime. The Priority-Based Load 

Redistribution (PLR) algorithm exhibits a broader 

load distribution compared to EAC. The wider spread 

suggests that while the algorithm attempts to 

redistribute the load based on priorities (such as 

energy levels, node capabilities, or traffic loads), 

there can still be imbalances. Some nodes may be 

overburdened while others are underutilized due to 

the prioritization mechanism. The Adaptive Load 

Equalization (ALE) algorithm shows a slightly wider 

distribution than EAC but still manages to maintain 

relatively balanced load distribution across nodes. 

The algorithm adapts to varying network conditions 

and node capabilities, resulting in some variability. 

However, it avoids extreme imbalances and provides 

a good balance between fairness and efficiency. The 

moderate spread indicates that ALE minimizes 

significant fluctuations in load distribution. 

 

3.2.2. Fault-tolerance and resilience among 

WSN load-balancing techniques 

Fault tolerance is essential for Wireless Sensor 

Networks (WSNs), especially in remote or hostile 

environments where node failures can be frequent 

due to energy depletion, environmental interference, 

or hardware malfunctions [85]. This section explores 
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the fault tolerance capacities of centralized, 

decentralized, and hybrid load-balancing approaches, 

with a particular focus on how these strategies 

respond to node failures and maintain network 

resilience. 

 

I.   Centralized load-balancing strategies 

In centralized load-balancing strategies, a central 

controller or base station coordinates network 

operations and manages load distribution among 

nodes. Centralized systems can respond efficiently to 

node failures by reallocating tasks to nearby 

functioning nodes [86]. However, the single-point-

of-failure nature of centralized architectures poses a 

risk: if the central controller itself fails, the entire 

network can be rendered inoperative [87]. Moreover, 

nodes closer to the central controller are often 

overburdened with communication duties, leading to 

faster energy depletion and higher susceptibility to 

failure, which can cause communication bottlenecks 

and disrupt network functionality [88]. 

 

To improve fault tolerance, some centralized 

strategies incorporate backup nodes or redundancy 

techniques that mitigate the impact of central node 

failure [89]. Nevertheless, these methods are limited, 

as the additional nodes or energy cost may not be 

practical for WSNs deployed in resource-constrained 

environments. As a result, while centralized 

approaches can efficiently redistribute load after a 

node failure, they may not be ideal for highly 

resilient networks, especially as network size 

increases. 

 

II.  Decentralized load-balancing strategies 

Decentralized load-balancing strategies distribute 

decision-making across multiple nodes, allowing 

each to operate independently based on local 

information. This independence makes decentralized 

systems inherently fault-tolerant, as the network does 

not depend on a single controller [90]. If a node fails, 

its neighboring nodes can quickly adjust to reallocate 

its tasks among themselves without disrupting the 

entire network [91]. Decentralized approaches are 

particularly advantageous in large-scale networks, 

where the distributive nature of fault tolerance 

ensures resilience and continuity even when multiple 

nodes fail [92]. However, decentralization also has 

limitations. Nodes in decentralized systems rely on 

localized information, which may lead to suboptimal 

load distribution when adjusting to node failures, 

especially if neighboring nodes have limited 

resources [93]. Additionally, while decentralized 

strategies reduce reliance on a single controller, they 

require efficient inter-node communication protocols, 

which can sometimes lead to increased energy 

consumption and network traffic [94]. Despite these 

challenges, the flexibility of decentralized 

approaches makes them ideal for environments 

where resilience to node failure is critical. 

III. Hybrid load-balancing strategies 

Hybrid load-balancing strategies combine centralized 

and decentralized elements, aiming to leverage the 

strengths of both approaches. In hybrid systems, a 

central controller oversees the high-level 

management of network resources, while individual 

nodes or node clusters handle local load-balancing 

decisions. This dual approach allows hybrid systems 

to achieve high fault tolerance by maintaining the 

advantages of decentralized fault management with a 

centralized coordination perspective [95]. When a 

node fails in a hybrid system, the local cluster can 

respond autonomously, redistributing load among 

nearby nodes without immediate dependence on the 

central controller. If the central controller is notified, 

it can further optimize load redistribution across the 

network, ensuring overall balance and continuity. 

This adaptability makes hybrid strategies well-suited 

for WSNs in dynamic and resource-limited 

environments, where resilience to node failure is 

crucial [96]. 

 

The hybrid model's fault tolerance, however, depends 

on effective synchronization between centralized and 

decentralized operations, which can sometimes be 

challenging to maintain, especially in large, fast-

changing networks [97]. Effective communication 

protocols and energy-efficient algorithms are 

essential to maintain the balance between local and 

global load balancing in the event of node failures 

[98]. Nevertheless, hybrid strategies represent a 

promising solution for balancing fault tolerance with 

energy efficiency in various WSN applications. 

 

IV. Comparative analysis of fault tolerance 

The fault tolerance capabilities of each strategy can 

be summarized as follows: 

• Centralized Approaches: Moderate fault 

tolerance due to reliance on a central controller, 

with vulnerability to single-point failures. 

Backup nodes can improve resilience but may 

not be practical for all WSN deployments [85]. 

• Decentralized Approaches: High fault 

tolerance, as nodes operate autonomously and 

adjust to local failures without centralized 

coordination. However, localized decision-

making can lead to suboptimal load balancing 

[88]. 
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• Hybrid Approaches: Superior fault tolerance by 

integrating centralized oversight with local 

adaptability, enabling efficient response to node 

failures while preserving network continuity and 

balance. Effective synchronization is essential to 

maximize resilience in hybrid systems [93]. 

 

Decentralized strategies provide the most robust fault 

tolerance by ensuring autonomous operation at the 

node level, making them ideal for networks where 

node failures are likely. Hybrid approaches offer a 

balanced solution that enhances fault tolerance while 

maintaining centralized oversight, particularly 

beneficial for dynamic or resource-constrained 

networks. Centralized systems, while efficient in 

smaller networks, may be less resilient to node 

failures in larger, more complex networks due to 

potential bottlenecks and single-point-of-failure 

issues. Overall, the choice of strategy should align 

with the specific fault tolerance requirements of the 

WSN application, with hybrid approaches showing 

strong promise for achieving balanced resilience and 

efficiency. 

 

3.3  Factors Influencing the Design and 

Adoption of Load-Balancing Techniques for 

WSN and Their Potential Solutions. 

Wireless Sensor Networks (WSNs) often operate in 

dynamic environments where node availability, 

energy levels, and data demands vary continuously. 

As a result, load-balancing strategies must be 

adaptive and resilient. However, existing strategies 

face notable challenges in meeting the demands of 

real-world applications. This section discusses these 

limitations and examines potential improvements. 

 

3.3.1   Energy efficiency challenges 

One of the primary challenges in WSN load 

balancing is optimizing energy usage to extend 

network lifespan. Most existing load-balancing 

strategies aim to reduce the energy consumed in data 

transmission and processing [99]. However, they 

often struggle with maintaining energy efficiency in 

dynamic networks, where changes in network 

topology or data load frequently occur. Centralized 

strategies, for instance, are effective at energy 

management when network conditions are stable but 

become inefficient as energy demands shift 

dynamically across the network. The central 

controller can quickly become overloaded, leading to 

uneven energy depletion [100]. 

Decentralized and hybrid strategies address some of 

these issues by distributing load-balancing tasks 

among nodes, which helps balance energy demands 

locally. However, this distribution can lead to 

communication overhead and suboptimal energy 

usage if nodes are unable to coordinate effectively 

under changing conditions [101]. To address these 

issues, researchers are exploring adaptive algorithms 

that allow nodes to adjust their energy consumption 

based on real-time network conditions. Machine 

learning techniques are also being tested to predict 

energy consumption patterns and enable more 

proactive load balancing [102]. The energy 

consumed by a sensor node during data transmission 

and reception can be modeled as: 

 

        (1) 

and 

           (2) 

 

Where: 

▪  = energy consume in transmitting a k – 

bit message over a distance d. 

▪ = Energy consumed in receiving a k – bit 

message; 

▪ = Energy dissipated per bit to run 

transmitter or receiver circuitry; 

▪ = Energy required by the transmit amplifier 

to achieve an acceptable SNR. 

▪ d = transmission distance between modes; 

▪ n = path – loss exponent (typically 2for free space 

or 4 multipath models). 

For a complete communication round (transmit + 

receive + aggregation), the total energy per node is: 

 

   (3) 

Where  is the data aggregation cost per bit 

 

Figure 6 presents the residual-energy performance 

comparison of four WSN load-balancing algorithms; 

Dynamic Round-Robin (DRR), Energy-Aware 

Clustering (EAC), Adaptive Load Equalization 

(ALE), and Priority-Based Load Redistribution 

(PLR), evaluated over 5000 simulation rounds, using 

simulated data [99]. 

 

3 
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Figure 6: Energy retention of four WSN load-

balancing algorithms over 5000 rounds 

 

The results in figure 6 show that ALE demonstrates 

the highest energy retention throughout the 

simulation period, indicating superior efficiency in 

distributing node workloads and minimizing 

transmission overhead. EAC follows closely, 

maintaining stable energy levels through optimized 

cluster formation. DRR exhibits moderate depletion 

due to its static scheduling nature, while PLR records 

the steepest decline, reflecting rapid energy loss 

caused by uneven task allocation and frequent 

retransmissions. The vertical dashed lines mark the 

operational lifetime for each algorithm, with ALE 

sustaining activity longest before node exhaustion. 

The study adopts the first-order radio energy model 

for transmission and reception energy consumption, 

following established methodologies for long-term 

WSN energy evaluation. 

 

3.3.2     Scalability and network density 

Scalability is another significant challenge for load-

balancing strategies in WSNs, particularly as the 

network size and node density increase. In 

centralized systems, scalability limitations arise as 

the central controller struggles to manage large 

volumes of data from numerous nodes, creating 

bottlenecks [85] Decentralized systems, while more 

scalable, can suffer from inefficiencies in dense 

networks due to the complexity of coordinating load 

distribution among a large number of nodes. This can 

lead to network congestion and increased energy 

consumption as nodes compete for communication 

channels [88]. To enhance scalability, hybrid 

strategies have been designed to use clusters of 

nodes, where each cluster operates semi-

autonomously. However, these hybrid systems face 

challenges in maintaining balance between local 

autonomy and global coordination, especially in 

high-density networks [98] Recent research suggests 

that integrating hierarchical clustering with adaptive 

protocols can help maintain scalability while 

minimizing energy overhead, though these methods 

are still being tested in real-world environments [96]. 

 

3.3.3 Handling node mobility and environmental 

variability 

Dynamic WSNs are frequently deployed in 

applications where node mobility is a factor, such as 

in environmental monitoring, disaster response, or 

mobile healthcare. In these scenarios, node locations 

and connectivity change rapidly, requiring load-

balancing strategies that can adapt to such 

fluctuations. Centralized systems are often unable to 

respond quickly to these changes, as they rely on pre-

defined paths and have limited flexibility in handling 

node mobility [67]. 

 

Decentralized and hybrid strategies offer some 

flexibility by allowing nodes to make autonomous 

adjustments based on their local conditions. 

However, high mobility can still result in frequent 

network reconfigurations, causing delays in data 

processing and leading to network fragmentation. 

Researchers have proposed mobility-aware protocols 

that adapt load balancing based on node movement, 

using predictive algorithms to anticipate changes and 

reassign tasks proactively [73]. Such protocols could 

help WSNs maintain connectivity and data accuracy 

in highly variable environments. 

 

3.3.4  Security and fault tolerance issues 

WSNs are often deployed in environments where 

security and reliability are crucial, such as military, 

healthcare, or industrial monitoring. However, load-

balancing strategies typically focus on energy 

efficiency and scalability rather than security, leaving 

many WSNs vulnerable to security threats, including 

data interception, jamming, and malicious attacks 

[103]. 

 

Centralized systems are particularly susceptible to 

attacks on the central controller, as they act as a 

single point of failure. Decentralized systems, on the 

other hand, distribute control across nodes, making it 

harder to compromise but vulnerable to isolated 

attacks that can disrupt local segments of the 

network. Hybrid strategies combine both approaches 

but often require complex synchronization protocols, 

which can create new vulnerabilities.  

Enhancing the fault tolerance and security of WSN 

load-balancing strategies could involve integrating 
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encryption and authentication protocols with 

lightweight security measures that do not 

compromise energy efficiency [104]. 

 

3.3.5 Adaptability to diverse application 

requirements 

WSNs are applied in diverse fields, from 

environmental monitoring to industrial automation, 

each with unique requirements in terms of data rate, 

latency, and fault tolerance. Current load-balancing 

strategies are often designed for specific conditions, 

making them less adaptable across various 

applications. Centralized systems tend to perform 

well in environments where low latency is critical but 

may struggle in applications requiring high fault 

tolerance [66]. Decentralized systems provide fault 

tolerance but may not meet latency requirements in 

time-sensitive applications, such as healthcare 

monitoring [72]. 

 

The development of context-aware load-balancing 

strategies that can adjust to different application 

requirements is an area of ongoing research. 

Adaptive algorithms and machine learning 

techniques are being investigated to dynamically 

adjust load balancing according to specific 

performance metrics, such as latency, fault tolerance, 

or energy efficiency, based on the application 

context[68][84]. Such strategies could improve the 

flexibility and versatility of WSNs, enabling them to 

perform optimally in a range of environments. 

 

Current load-balancing strategies for WSNs face 

numerous challenges, including energy efficiency, 

scalability, adaptability to node mobility, security, 

and application-specific requirements. While 

decentralized and hybrid strategies offer promising 

solutions, further research into adaptive, context-

aware algorithms is needed to address these 

limitations. Emerging technologies, such as machine 

learning and mobility-aware protocols, show 

potential for creating more resilient and flexible 

WSN load-balancing methods that can meet the 

demands of dynamic, real-world applications. 

 

Table 6 provides a concise summary of the network 

lifetimes achieved by each algorithm, highlighting 

the superior efficiency of Adaptive Load 

Equalization (ALE) and the relatively shorter 

operational duration of Priority-Based Load 

Redistribution (PLR). 

 

Table 6: Network lifetime comparison based on the 

performance of the four algorithms [68]  
Algorithm Name Network 

Lifetime 

(Rounds) 

Algorithm A Dynamic Round-Robin 

(DRR) 

1,000 

Algorithm B Energy-Aware Clustering 

(EAC) 

1,200 

Algorithm C Adaptive Load Equalization 

(ALE) 

1,500 

Algorithm D Priority-Based Load 

Redistribution (PLR) 

800 

 

 

Figure 7: Network lifetime comparison[68] 

Figure 7 which is Network Lifetime Comparison bar 

chart highlights the performance of four algorithms 

(A, B, C, and D) in terms of network longevity, 

measured in the number of operational rounds. 

Algorithm C (Adaptive Load Equalization) 

outperforms the others, achieving the highest 

network lifetime of 1,500 rounds. This indicates its 

superior efficiency in distributing load and 

conserving energy across the network. Algorithm B 

(Energy-Aware Clustering) ranks second, with a 

network lifetime of 1,200 rounds. Its clustering 

mechanism helps conserve energy, but it is less 

effective than Algorithm C in certain scenarios. 

Algorithm A (Dynamic Round-Robin) exhibits a 

moderate performance with a lifetime of 1,000 

rounds. While it ensures fairness in load distribution, 

its dynamic nature may result in slightly higher 

energy consumption compared to energy-optimized 

algorithms. Algorithm D (Priority-Based Load 

Redistribution) has the shortest network lifetime at 

800 rounds, suggesting that its load-balancing 

approach might overburden specific nodes or lack 

sufficient energy optimization. Figure 7 clearly 

shows the advantages of more advanced load-

balancing techniques like Adaptive Load 
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Equalization in extending the operational duration of 

Wireless Sensor Networks (WSNs). 

 

3.4  Emerging Technologies and Methods with 

Potential for Enhanced Load-Balancing in 

WSNs 

Emerging technologies and advanced methodologies 

are being explored to address the limitations of 

current load-balancing strategies in Wireless Sensor 

Networks (WSNs). Innovations in machine learning, 

edge computing, blockchain, and cross-layer 

optimization have shown significant promise in 

improving the energy efficiency, scalability, fault 

tolerance, and security of WSNs. This section 

examines each of these technologies and their 

potential contributions to load-balancing in WSNs. 

 

3.4.1 Machine learning and artificial intelligence 

for predictive load-balancing 

Machine learning (ML) and artificial intelligence 

(AI) have revolutionized load-balancing strategies by 

enabling nodes to predict and adapt to network 

changes. By analyzing patterns in data traffic, node 

energy levels, and environmental factors, ML 

algorithms can forecast future network conditions 

and optimize load distribution accordingly [105]. For 

example, reinforcement learning techniques allow 

nodes to autonomously adjust their load-balancing 

parameters based on real-time feedback, improving 

both energy efficiency and responsiveness. 

 

Recent research has focused on developing 

lightweight ML models tailored for the limited 

computational resources in WSNs. Federated 

learning, a decentralized form of ML, allows WSN 

nodes to collaborate on a global model without 

sharing raw data, reducing energy consumption and 

communication overhead [72]. These predictive and 

adaptive capabilities of ML are particularly 

advantageous for WSNs in dynamic environments, 

where they can help mitigate issues related to node 

failure, mobility, and uneven energy depletion. 

 

3.4.2 Edge computing for real-time load-

balancing 

Edge computing brings computational resources 

closer to data sources by enabling intermediate nodes 

or edge devices to process data locally rather than 

sending it to a distant central server. This approach 

reduces latency and bandwidth consumption, which 

are critical for real-time load balancing in WSNs. In 

an edge-enabled WSN, data is processed at or near 

the nodes, allowing load-balancing decisions to be 

made in real time and closer to the source [106]. 

 

By distributing computing power across the network, 

edge computing enhances fault tolerance and 

scalability, making it suitable for large-scale WSN 

deployments. Moreover, combining edge computing 

with ML can enhance load-balancing by enabling 

nodes to make context-aware decisions in real time 

based on localized data [107]. Edge computing has 

proven particularly valuable in applications with 

strict latency requirements, such as healthcare and 

industrial monitoring, where immediate responses to 

environmental changes are critical. 

 

3.4.3 Blockchain for Secure and Trustworthy 

Load-Balancing 

Blockchain technology has been proposed as a 

solution to enhance the security and trustworthiness 

of load-balancing in WSNs, particularly in 

decentralized environments. By using blockchain, 

WSNs can implement a distributed ledger that 

records transactions or load-balancing decisions 

securely across nodes without the need for a central 

authority. Blockchain enhances fault tolerance and 

protects against data tampering, which is crucial for 

load-balancing strategies that involve sensitive or 

critical data [108]. 

 

Blockchain-based load-balancing can be particularly 

effective in military or industrial applications where 

security is paramount. For instance, smart contracts 

self-executing contracts that trigger actions when 

specific conditions are met can automate load-

balancing adjustments based on predefined criteria. 

Although blockchain technology introduces 

computational overhead, recent advances in 

lightweight blockchain models are helping to reduce 

this impact, making it more feasible for resource-

constrained WSNs [109]. 

 

3.4.4 Cross-layer optimization techniques 

Cross-layer optimization involves the simultaneous 

optimization of multiple network layers (e.g., 

physical, data link, network, and application layers) 

to improve overall network performance. Traditional 

load-balancing strategies often operate at a single 

layer, typically the network layer, which can lead to 

inefficiencies in multi-layer WSN applications. 

Cross-layer optimization enables load-balancing 

protocols to consider energy consumption, data rate, 

node position, and environmental factors in a holistic 

manner [110]. For example, a cross-layer approach 

might integrate information from the physical layer 

(such as channel conditions) and the network layer 

(such as node energy levels) to make more informed 
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load-balancing decisions. These techniques can also 

enable adaptive routing protocols that respond 

dynamically to changes in network topology or node 

status, improving resilience and energy efficiency 

[111]. Cross-layer designs show particular promise in 

enhancing load-balancing for resource-intensive 

applications, such as multimedia sensor networks and 

real-time monitoring systems, where multiple layers 

must work in concert to meet stringent performance 

requirements. 

 

3.4.5 The Role of 5G and IOT in WSN load-

balancing 

The integration of WSNs with 5G networks and the 

Internet of Things (IoT) is opening up new 

opportunities for efficient load balancing. 5G’s low-

latency and high-speed capabilities enable faster data 

transmission and more reliable connectivity, which 

can improve load-balancing efficiency in large-scale 

WSNs. With 5G-enabled WSNs, data from multiple 

sensor nodes can be collected and processed in real 

time, allowing for rapid load-balancing adjustments 

across the network [112]. 

 

IoT connectivity further enhances load-balancing by 

enabling seamless communication between WSNs 

and other networks or devices, allowing for a broader 

exchange of data and resources. Combined with edge 

computing and AI, 5G and IoT can facilitate real-

time load balancing even in dense, high-traffic 

networks. However, this integration also raises new 

challenges, such as interoperability and security, 

which need to be addressed to maximize the benefits 

of 5G and IoT in WSN load balancing [113]. 

 

Emerging technologies such as machine learning, 

edge computing, blockchain, and cross-layer 

optimization have the potential to revolutionize load-

balancing in WSNs. Machine learning offers 

predictive capabilities that enhance adaptability, 

while edge computing improves real-time response 

and reduces latency. Blockchain provides security 

and reliability, particularly in decentralized networks, 

and cross-layer optimization enables a more holistic 

approach to load balancing. The integration of 5G 

and IoT technologies further enhances load-

balancing possibilities, enabling more efficient and 

adaptive strategies for dynamic and large-scale 

WSNs. As these technologies continue to evolve, 

they promise to address current challenges and set 

new standards for performance, efficiency, and 

security in WSN load-balancing.

 

 
Figure 8: Timeline of emerging load-balancing techniques [101] 

 
The timeline in figure 8 showcases the evolution of 

load-balancing strategies in Wireless Sensor 

Networks (WSNs). Initially, basic protocols were 

developed in 2005 to manage network loads, 

followed by cluster-based approaches in 2010 that 

improved energy efficiency through hierarchical 

communication. By 2015, energy-aware techniques 

focused on balancing tasks based on residual energy 

levels. 

 

In 2018, mobile sink-based strategies were 

introduced to prevent energy depletion around static 

sinks. Machine learning integration in 2020 enabled 

intelligent, adaptive load-balancing decisions. 

Blockchain-based techniques emerged in 2022, 

enhancing security and transparency in decentralized 

WSNs. Most recently, AI-driven optimization in 

2024 has enabled real-time, highly efficient load 

balancing, adapting to complex network demands 

with minimal energy consumption. 
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Table 7: Timeline of emergence of load-balancing techniques 
Year Milestone/Technique Description Impact on WSN Load-Balancing 

2005 Introduction of Initial 

WSN Protocols 

Early protocols focusing on data 

collection and communication. 

Set the foundation for load-

balancing concerns in WSNs. 

2010 Cluster-Based Load 

Balancing 

Techniques focused on clustering 

sensors to manage loads and 

enhance network efficiency. 

Improved scalability and energy 

efficiency within WSN clusters. 

2015 Energy-Aware Load 

Distribution 

Development of load-balancing 

strategies prioritizing energy 

efficiency. 

Enhanced network longevity and 

reduced node failures. 

2018 Mobile Sink-Based 

Balancing 

Use of mobile sinks to redistribute 

network load dynamically. 

Reduced load on sensor nodes, 

leading to better performance. 

2020 Machine Learning 

(ML) Integration 

Application of ML to predict and 

distribute loads effectively. 

Improved predictive load 

management and dynamic 

adaptation. 

2022 Blockchain-Based 

Load-Balancing 

Adoption of blockchain for secure 

and decentralized load-balancing. 

Increased reliability and security in 

data transmission. 

2024 AI-Driven 

Optimization 

Advanced AI techniques for real-

time optimization of load 

distribution in complex networks. 

Enhanced real-time adaptability 

and optimized resource allocation. 

Table 8: (A). Load-balancing and energy efficiency in WSNs 
No Author(s) 

and Year 

Technique / 

Algorithm 

Application 

Domain 

Tool / 

Dataset 

Performance 

Metrics / 

Findings 

Limitation / 

Gap 

Identified 

A1 Nkemeni et 

al. (2024) 

[4] 

Green/energy-

aware routing 

strategies 

Linear WSN 

lifetime 

extension 

Simulated 

(reported) 

Prolonged 

network lifespan; 

reduced energy 

variance 

Generalizatio

n to 

dense/irregul

ar topologies 

not shown 

A2 Wajgi and 

Tembhurne 

(2024) [3] 

Clustering-based 

localization 

WSN / 

WMSN 

localization 

MATLAB / 

Sim 

Lower 

localization 

error; energy 

improvements 

Higher 

compute cost 

with large 

networks 

A3 Osamy et al. 

(2024) [11] 

LBAS: load-

balancing aware 

clustering 

IoT-

heterogeneo

us WSN 

IEEE Sensors 

eval 

Balanced energy, 

reduced delay 

Real-world 

gateway 

deployment 

pending 

A4 Qureshi and 

Almutairi 

(2024) [8] 

Energy-assisted 

protocols 

(empirical) 

General 

WSN 

Testbed/empi

rical 

Improved packet 

delivery and 

energy use 

(reported) 

Stress testing 

at scale 

limited 

A5 Abose et al. 

(2024) [42] 

Energy-

sustainable 

cluster routing 

Industrial/Io

T WSN 

IEEE Access 

experiments 

Better stability 

period; lifetime 

gains 

Initialization/

parameter 

overhead 

A6 Priyadarshi 

(2024) [69] 

Meta-heuristics 

+ AI routing 

(review) 

Energy-

efficient 

routing 

Literature 

synthesis 

Consolidates 

gains across 

heuristics 

Need real-

time & 

online tuning 

evidence 
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Table 8: (B) Machine learning and AI-driven optimization  
No. Author(s) 

and Year 

Technique / 

Algorithm 

Application 

Domain 

Tool / Dataset Performance 

Metrics / 

Findings 

Limitation / 

Gap 

Identified 

B1 UmaRani et 

al. (2025) 

[9] 

Hybrid ML + 

Social Spider 

Optimization 

(clustering/routing) 

WSN routing 

and 

clustering 

MATLAB 

R2023 

Higher 

throughput; 

lower delay 

(reported) 

Scalability/ 

convergence 

analysis 

needed 

B2 Lilhore et al. 

(2025) [13, 

73] 

Cloud-edge hybrid 

deep learning 

IoT resource 

optimization 

TensorFlow/Ed

geSim 

Improved 

scalability; 

latency 

reduction 

Dependence 

on stable 

backhaul 

B3 Anwar et al. 

(2025) [103] 

Federated learning 

+ LSTM (IDS) 

IoT-WSN 

intrusion 

detection 

Multi-dataset 

(e.g., NSL-

KDD/CICIDS) 

High F1 / 

detection 

(reported) 

Training/infer

ence cost at 

edge 

B4 Khan et al. 

(2024) [21] 

ML-aided routing 

for UWSN 

(survey) 

Underwater 

WSN 

energy/QoS 

Literature 

synthesis 

Taxonomy 

and ML 

opportunities 

Parameter 

sensitivity; 

data scarcity 

B5 Vijayakumar 

et al. (2024) 

[112] 

Deep learning-

based routing for 

5G-WSN 

5G/WSN 

data 

transmission 

Conference 

experiments 

Efficiency/thr

oughput gains 

(reported) 

Dataset scale 

and 

generalization 

B6 Tung et al. 

(2024) [68] 

Hierarchical GNN 

for resource mgmt. 

Dynamic 

WSN 

resource 

control 

IEEE Sensors 

Journal 

Joint 

optimization 

across layers 

Complexity 

and overhead 

quantification 

    

Table 8: (C) Blockchain and trust / privacy frameworks for WSN/IOT 
No. Author(s) 

and Year 

Technique / 

Algorithm 

Application 

Domain 

Tool / 

Dataset 

Performance 

Metrics / Findings 

Limitation / 

Gap Identified 

C1 Kumari and 

Tyagi (2024) 

[2, 27] 

Digital Twin + 

Blockchain 

(intro) 

Smart-city 

WSN 

integration 

Conceptual / 

chapter 

Improved 

traceability and 

governance 

(concept) 

Lacks 

quantitative 

validation 

C2 Wijesekara 

(2024) [39, 

102] 

Load balancing 

in blockchain 

(survey) 

Blockchain 

networks 

Literature 

synthesis 

Taxonomy of 

PoW/PoS/PoA etc. 

Limited 

IoT/WSN 

alignment 

C3 Kaif et al. 

(2025) [101] 

Blockchain-

integrated 

smart meter 

Energy 

trading / VPP 

Prototype / 

TASE 

Secure, auditable 

exchange 

Field pilots and 

latency 

profiling 

needed 

C4 Akkaoui et 

al. (2025) 

[92] 

Cyber-secure 

blockchain 

control 

Distributed 

energy 

resources 

IEEE Access Scalable 

monitoring/control 

Deployment 

overhead and 

cost 

C5 Naghibi et 

al. (2025) 

[15, 16] 

Dynamic trust-

based 

clustering 

Secure IoT 

data 

gathering 

Simulation Higher 

trust/reliability 

Latency and 

resource impact 

not fully 

assessed 

C6 Ahmed et al. 

(2024) [112] 

5G-IoT 

security (incl. 

blockchain) 

IoT/5G 

privacy and 

trust (survey) 

IEEE Access Synthesizes 

requirements and 

gaps 

Few empirical 

end-to-end 

trials 

 

Table 7 outlines the progression of load-balancing 

techniques over time, contextualizing the 

technological improvements and paradigm shifts that 

influenced these advancements. 

 

Machine learning has become central to intelligent 

load-balancing in Wireless Sensor Networks 

(WSNs), enabling adaptive and energy-aware 

decision-making beyond traditional static routing 

methods. Supervised models such as SVM, Decision 
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Trees, and Random Forests are used to predict 

optimal cluster-heads and detect congestion, 

improving fairness and reliability [8], [9]. 

Unsupervised clustering methods like K-Means, 

Fuzzy C-Means, and DBSCAN enhance scalability 

and energy efficiency in heterogeneous networks [7], 

[3]. Reinforcement and deep reinforcement learning 

approaches (e.g., Q-Learning, DQL) allow WSN 

nodes to learn optimal load-distribution strategies 

through continuous feedback, while federated 

learning (FL) frameworks promote decentralized 

model training with minimal communication 

overhead [25]; [73], [66].  

 

Collectively, these algorithms demonstrate a 

transition from deterministic routing toward data-

driven, context-aware, and self-optimizing 

architectures, laying the foundation for scalable, 

secure, and energy-efficient next-generation WSNs 

 

Table 8 summarizes representative studies reviewed 

in this work, indicating the applied algorithmic 

techniques, domains, evaluation platforms, 

performance metrics, and identified limitations.  

 

The reviewed works show that energy-efficient 

clustering and routing remain central to extending 

network lifetime. Machine-learning methods enhance 

adaptability and predictive control, while blockchain 

frameworks improve trust and data integrity. Edge- 

and federated-computing approaches further enable 

low-latency, distributed processing.  

Overall, research trends indicate a growing shift 

toward hybrid intelligent architectures that unify 

energy efficiency, security, and scalability in next-

generation WSNs. 

 

Table 8: Summary of reviewed papers on load-

balancing, ML, blockchain, and edge computing in 

WSNs 

 

Table 8: (D) Edge / fog / federated / SDN-enabled load-balancing 

No. Author(s) 

and Year 

Technique / 

Algorithm 

Application 

Domain 

Tool / Dataset Performance 

Metrics / 

Findings 

Limitation / 

Gap Identified 

D1 Aslanpour et 

al. (2024) 

[67] 

Load balancing 

for serverless 

edge (empirical) 

Heterogeneous 

edge 

Real 

workloads / 

FGCS 

Performance-

driven policies 

Portability 

across 

platforms 

D2 Rasouli et 

al. (2025) 

[75] 

Resource mgmt. 

(systematic 

review) 

Mission-critical 

edge 

ACM Comp. 

Surveys 

QoS–latency 

trade-off 

synthesis 

Benchmarking 

gaps post-2023 

D3 Zhai et al. 

(2024) [46] 

Resilience & 

fault tolerance at 

edge 

Real-time edge 

apps 

Springer book 

ch. 

Fault-tolerant 

strategies 

Energy model 

integration 

needed 

D4 Zhou et al. 

(2025) [34] 

SOE multi-

objective 

scheduling (DoS) 

Edge/DDoS 

mitigation 

Math. 

simulations 

Throughput↑, 

latency↓ 

(reported) 

Energy/security 

co-optimization 

D5 Lilhore et al. 

(2025) [13, 

73] 

Cloud-edge 

hybrid DL 

(again) 

IoT resource 

scaling 

TensorFlow/E

dgeSim 

Latency↓, 

throughput↑ 

Backhaul 

sensitivity 

D6 Marwein 

and Kandar 

(2025) [14] 

SDN + ML load 

balancing 

(survey) 

Internet of 

Vehicles 

ACM CSUR Cross-layer 

orchestration 

map 

Energy 

profiling 

limited 

D7 Aljughaiman 

and Almarri 

(2025) [18] 

SDN to 

safeguard cyber-

attacks 

SDN-IoT 

security 

PeerJ Comp. 

Sci. 

Consolidated 

defense 

taxonomy 

Real-time LB 

under attack 

scenarios 

 

3.5. Load-Balancing Algorithm Workflow for    

WSNs. 

This diagram represents a systematic process for 

managing and redistributing loads in a system, such 

as a wireless sensor network. The process begins 

with sensor nodes generating data based on the 

environment or system they are monitoring. This 

involves the collection of raw data, such as 

temperature, pressure, or other variables.  

 

The system then evaluates the data and detects any 

imbalances in the workload across nodes, identifying 

whether certain nodes are overloaded or 

underutilized. Based on the detected load imbalances, 
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the system determines the best course of action to 

redistribute the workload.  

 

This involves selecting algorithms or strategies to 

optimize system performance. Once decisions are 

made, the workload is redistributed among nodes to 

balance the system, ensuring that no single node is 

overburdened. Finally, the system assesses the 

outcomes of the redistribution to verify that the 

workload has been balanced effectively. If needed, 

further adjustments can be made to optimize 

performance. This step-by-step approach ensures 

efficient system operation and prevents issues caused 

by uneven workload distribution. 

 

 
Figure 10: Load-balancing algorithm workflow [54] 

Table 9 helps to capture the sequential steps involved 

in the load-balancing process within a WSN. it 

outlines the typical steps involved in a load-

balancing algorithm for wireless sensor networks 

(WSNs). Each step aims to optimize network 

performance by distributing workloads efficiently: 

 

1. Sensor Node Data Generation: Each sensor 

node collects and generates data based on its 

environmental conditions, marking the beginning 

of the load-balancing process. 

2. Load Evaluation and Detection: The network 

assesses the workload on each node to identify 

any nodes that are overburdened, ensuring that 

imbalances are detected early. 

3. Decision-Making: The algorithm identifies a 

suitable node or cluster head to handle the load 

redistribution process, which often involves 

selecting a central or underloaded node. 

4. Load Redistribution: Workloads are reallocated 

across nodes to achieve a balanced distribution, 

helping to prevent network bottlenecks or node 

overloading. 

5. Result Assessment: After redistribution, the 

network checks performance to ensure that load-

balancing objectives are met and that nodes are 

operating optimally. 

 

Together, these steps facilitate an effective load-

balancing workflow that enhances the stability and 

efficiency of the WSN, ultimately extending its 

operational lifespan and reliability. 

 

Table 9: Load-balancing algorithm workflow for WSNs. 

Step Description 

Sensor Node Data 

Generation 

Sensor nodes generate data based on their sensing capabilities and 

environmental conditions. 

Load Evaluation and 

Detection 

The network evaluates the current load on each sensor node to detect any 

imbalance in workload. 

Decision-Making Based on load detection, the algorithm selects an appropriate node or 

cluster head for task redistribution. 

Load Redistribution The identified node or cluster head redistributes tasks to balance the load 

across the network. 

Result Assessment The network monitors performance after load redistribution to ensure 

balanced workload distribution. 

 

3.6  Future Directions 

Our findings suggest that while emerging 

technologies such as machine learning, edge 

computing, and blockchain hold significant potential, 

they also present challenges that need to be addressed 

for widespread adoption in WSNs. For example: 
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Resource Constraints: WSN nodes are often limited 

in power and processing capabilities, making it 

necessary to adapt technologies like ML and 

blockchain to operate efficiently within these 

constraints. 

 

Scalability and Interoperability: As WSNs become 

larger and more complex, ensuring that load-

balancing strategies scale effectively without 

sacrificing performance or security is crucial. 

 

Energy Efficiency: Although many emerging 

strategies aim to enhance energy efficiency, 

balancing energy consumption with the need for real-

time responsiveness and fault tolerance remains a 

key challenge. 

 

The review highlights that hybrid, cross-layer, and 

adaptive load-balancing strategies supported by 

emerging technologies show the most promise for 

optimizing WSNs. Future research should focus on 

refining these technologies to meet the unique 

demands of WSN environments, including energy 

constraints, scalability, and security requirements as 

outlined in Table 10. 

 

Table 10: Challenges and future directions in load-balancing for WSNs 
Challenge Current limitations Future directions 

Energy efficiency High energy consumption due to frequent data 

transmission and imbalance in load sharing. 

Development of energy-aware algorithms 

leveraging AI and machine learning for 

predictive balancing. 

Fault tolerance Limited ability to handle node failures and 

recover efficiently without impacting network 

functionality. 

Design of self-healing systems that dynamically 

adapt to node failures in real time. 

Scalability Inefficiency in managing load as network size 

increases, leading to congestion and delays. 

Adoption of distributed load-balancing 

techniques optimized for large-scale networks. 

Dynamic topology Poor adaptability to changes in network 

topology due to mobility or environmental 

factors. 

Creation of adaptive algorithms capable of real-

time reconfiguration based on network 

conditions. 

Communication 

overhead 

High control message overhead increases latency 

and energy usage. 

Development of lightweight protocols with 

minimal communication overhead. 

Security and 

privacy 

Vulnerabilities to attacks during load-balancing 

processes, such as data breaches. 

Integration of secure load-balancing protocols 

using encryption and blockchain technologies. 

Heterogeneity Difficulty in handling diverse sensor nodes with 

varying capabilities and energy levels. 

Design of multi-layered balancing systems that 

account for node heterogeneity. 

Quality of service 

(qos) 

Inability to meet QoS requirements like latency, 

throughput, and reliability simultaneously. 

Development of multi-objective optimization 

techniques to enhance QoS parameters. 

 

4. 0    CONCLUSION 

This paper presented a comprehensive review of 

innovative load-balancing strategies aimed at 

enhancing Wireless Sensor Network (WSN) 

performance. As WSNs continue to expand their 

applications in fields like environmental monitoring, 

healthcare, industrial automation, and smart cities, 

efficient load-balancing strategies are essential to 

optimize network longevity, scalability, fault 

tolerance, and energy consumption. The review 

categorizes load-balancing approaches into 

centralized, decentralized, and hybrid frameworks, 

with each approach offering unique benefits and 

limitations. Centralized strategies are generally easier 

to implement in smaller networks, while 

decentralized and hybrid methods provide the 

scalability and fault tolerance needed for larger, more 

dynamic networks. Hybrid approaches, which 

combine both local and global decision-making, 

emerged as promising solutions for balancing 

scalability and energy efficiency in complex WSN 

deployments. 

 

The analysis further explored the potential of 

emerging technologies, such as machine learning, 

edge computing, blockchain, and cross-layer 

optimization, to address WSN load-balancing 

challenges. Machine learning and artificial 

intelligence enable nodes to make predictive and 

adaptive load-balancing adjustments, significantly 

enhancing energy efficiency and adaptability. Edge 

computing enhances real-time processing 

capabilities, minimizing latency and improving 

responsiveness for time-sensitive applications. 

Blockchain technology offers secure and tamper-

resistant load-balancing mechanisms, particularly 

beneficial in high-security environments. Cross-layer 

optimization, meanwhile, allows for holistic load-
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balancing by integrating information across multiple 

protocol layers, which can improve network 

longevity and efficiency. 

 

However, the adoption of these advanced 

technologies also introduces challenges. The 

computational overhead and resource demands of 

machine learning and blockchain require further 

refinement to be viable within the resource 

constraints of WSN nodes. Additionally, edge 

computing and cross-layer optimization may require 

complex architectural adjustments to avoid potential 

inefficiencies or conflicts between network layers. 

Therefore, future research should focus on refining 

lightweight, adaptable, and context-aware load-

balancing solutions that can operate efficiently in 

real-world, resource-constrained WSN environments. 

 

Finally, this review highlights the necessity of 

adaptive, technology-driven approaches to optimize 

load balancing in WSNs. Continued advancements in 

machine learning, edge computing, blockchain, and 

cross-layer techniques hold great promise for 

overcoming existing limitations, leading to more 

robust, efficient, and secure WSN applications. As 

the field progresses, interdisciplinary approaches that 

integrate emerging technologies with WSN-specific 

optimizations will be crucial for meeting the growing 

demands of IoT-driven networks and other large-

scale WSN applications. 
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